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Can wireless sensing 
be fully reliable?
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No Car
No People

[1] [CCS’23] TileMask: A Passive-Reflection-based Attack against mmWave Radar Object Detection in Autonomous Driving

Interfere  intelligent driving1 Tamper voice assistant2 Deceit intrusion detection3

No intrusion detected 

[2] [NDSS’24] Inaudible Adversarial Perturbation: Manipulating the Recognition of User Speech in Real-Time
[3] [Sensys’23] RIStealth: Practical and Covert Physical-Layer Attack against WiFi-based Intrusion Detection via Reconfigurable Intelligent Surface
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High requirements for attackers High detectability for attackers High cost and form factors

Extra active devices to execute attacks2
Assume victim system framework 

can be known or learned1
Full-duplex devices 

to edit and transfer signal3

[1] [Mobicom’22] Audio-domain Position-independent Backdoor Attack via Unnoticeable Triggers
[2] [IEEE TDSC] IS-WARS: Intelligent and Stealthy Adversarial Attack to Wi-Fi-Based Human Activity Recognition Systems
[3] [Ubicomp’22] WiAdv: Practical and Robust Adversarial Attack against WiFi-based Gesture Recognition System

Prior works limitation



Is there a more threatening 
attack strategy that is 

stealthier and does not 
require the victim's prior 

knowledge?
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Rx

Tx

Signal from the straight path Signal from the multi-path Signal from human activity

Principle of wireless sensing

The results of wireless sensing will include reflected multi-path links



Insight of RISiren: 
Can we generate a malicious 
multi-path to inject attack  
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（Q1）How to attack invisibly without extra sources?

Metasurface: Reshape electromagnetic waves in space freely like a “mirror”

Rx

Tx

Rx

Tx

Metasurface

Signal from the straight path Signal from the multi-path Signal from metasurface reflection

The metasurface only reshapes the signal in environment instead of  generating extra signal
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Switching the coding configurations in the desired 
switch speed can inject controllable interference
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Can any two coding 
configurations 

achieve effective perturbation? 
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Result in low-intensity attack Result in high-intensity attack
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Result in low-intensity attack Result in high-intensity attack
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（Q1）How to attack invisibly without extra sources?

RISiren should create a high-intensity attack signal 
to guarantee the effective attacks 
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RISiren - To address Q1 

A straightforward solution:

Coding Configuration1: Beamforming

Coding Configuration2: Metasurface “OFF”

 Due to the signal being reflected by the mirror when the metasurface is turned off near 
0°, there is only a minor difference in reflected signal intensity between the two states.
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RISiren solution:
Coding Configuration1: Beamforming

- Optimization algorithm to maximize interference signals -

∅�,�
� = −푘�푑�,� Incident phase:

 Theoretical phase:
∅�,�
� = −푘� 푥�푠푖푛휃�푐표푠휑� + 푦�푠푖푛휃�푠푖푛휑�







 Compensation phase:

풎,풏
푪

풎,풏
푻

풎,풏
푰

（Q1）How to attack invisibly without extra sources?



RISiren - To address Q1 

RISiren solution:
Coding Configuration1: Beamforming Coding Configuration2: Nullforming

- Optimization algorithm to maximize interference signals -

∅�,�
� = −푘�푑�,� Incident phase:

 Theoretical phase:
∅�,�
� = −푘� 푥�푠푖푛휃�푐표푠휑� + 푦�푠푖푛휃�푠푖푛휑�

 Compensation phase:

풎,풏
푪

풎,풏
푻

풎,풏
푰

（Q1）How to attack invisibly without extra sources?



 



RISiren - To address Q1 

RISiren solution:
Coding Configuration1: Beamforming Coding Configuration2: Nullforming

- Optimization algorithm to maximize interference signals -

∅�,�
� = −푘�푑�,� Incident phase:

 Theoretical phase:
∅�,�
� = −푘� 푥�푠푖푛휃�푐표푠휑� + 푦�푠푖푛휃�푠푖푛휑�

 Compensation phase:

풎,풏
푪

풎,풏
푻

풎,풏
푰

（Q1）How to attack invisibly without extra sources?





�
�

�
�

�
�

ℓ� = |퐺푎푖푛 �ℓ,�ℓ − 퐵퐹퐺푎푖푛 �ℓ,�ℓ |
��

푆. 푡
(휃ℓ, 휑ℓ) ∈ [(휃ℓ, 휑ℓ) −

퐵푊�

2
, (휃ℓ, 휑ℓ) +

퐵푊�

2
]

훾 ∈ 퐶�
((�ℓ,�ℓ))

Ensure the Nullfrorming gain: 



RISiren - To address Q1 

RISiren solution:
Coding Configuration1: Beamforming Coding Configuration2: Nullforming

- Optimization algorithm to maximize interference signals -

∅�,�
� = −푘�푑�,� Incident phase:

 Theoretical phase:
∅�,�
� = −푘� 푥�푠푖푛휃�푐표푠휑� + 푦�푠푖푛휃�푠푖푛휑�

 Compensation phase:

풎,풏
푪

풎,풏
푻

풎,풏
푰

（Q1）How to attack invisibly without extra sources?





�
�

�
�

�
�

ℓ� = |퐺푎푖푛 �ℓ,�ℓ − 퐵퐹퐺푎푖푛 �ℓ,�ℓ |
��

ℓ� = 푉푎푟(퐺푎푖푛 �ℓ,�ℓ )

푆. 푡
(휃ℓ, 휑ℓ) ∈ [(휃ℓ, 휑ℓ) −

퐵푊�

2
, (휃ℓ, 휑ℓ) +

퐵푊�

2
]

훾 ∈ 퐶�
((�ℓ,�ℓ))

Ensure the Nullfrorming gain: 

Ensure the beam flatness: 



RISiren - To address Q1 

RISiren solution:
Coding Configuration1: Beamforming Coding Configuration2: Nullforming

- Optimization algorithm to maximize interference signals -

∅�,�
� = −푘�푑�,� Incident phase:

 Theoretical phase:
∅�,�
� = −푘� 푥�푠푖푛휃�푐표푠휑� + 푦�푠푖푛휃�푠푖푛휑�

 Compensation phase:

풎,풏
푪

풎,풏
푻

풎,풏
푰

�
�

�
�

�
�

ℓ� = |퐺푎푖푛 �ℓ,�ℓ − 퐵퐹퐺푎푖푛 �ℓ,�ℓ |
��

ℓ� = 푉푎푟(퐺푎푖푛 �ℓ,�ℓ )

ℓ� = 푀푎푥 퐺푎푖푛� −푀푖푛(퐺푎푖푛�)
푆. 푡

(휃ℓ, 휑ℓ) ∈ [(휃ℓ, 휑ℓ) −
퐵푊�

2
, (휃ℓ, 휑ℓ) +

퐵푊�

2
]

훾 ∈ 퐶�
((�ℓ,�ℓ))

Ensure the Nullfrorming gain: 

Ensure the beam flatness: 

Ensure the sidelobe gain: 

（Q1）How to attack invisibly without extra sources?







RISiren - To address Q1 

- Optimization algorithm to maximize interference signals -

(b) Beamforming and metasurface “OFF” (a) The experiment layout
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Our work RISiren1

[1] “RISiren” derived from the sea-nymphs “Siren” who lured sailors to their death with a bewitching song in ancient Greek mythology

Q1: How to inject the adversarial attack invisibly?

Q2: How to achieve a black-box attack?
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（Q2）How to achieve a black-box attack?

Prior solution analyzation in feature domain
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architecture
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Class B
Class A

Class C

optimize the perturbation 
to cross the boundary

Optimized the perturbation

Limitation1: The victim classifier architecture is hard to get in the physical attack

Classifier B boundary Error area

Limitation2: Adversarial perturbations have low generalization performance

Classifier A boundary
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（Q2）How to achieve a black-box attack?

An interesting observation:

We can generate a carefully designed robust fake 
activity feature to mask the original activity feature
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Implementation

Size: including 256 meta-atoms, area is 35 35 cm2,thickness is 6.8mm
Control: STM32H743IIT6 controllers and 64 SN74LV595 shift registers.
Frequency Support: 2.4GHz & 5GHz
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RISiren remains stealthy and hard to detect during attack.
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RISiren designed a metasurface-assisted end-to-end black-box
attack system against wireless sensing system with high stealthiness.

A novel attack scheme has been proposed to maximize the
interference and generate human-like activity by carefully designing
the approximation and optimization algorithm.

Only by changing the frequency-fit metasurface, RISiren can be 
easily generalized to other wireless sensing applications due to the 
nature of the metasurface being protocol-transparent.

2

3

1

4 Field study shows RISiren achieved attack success rate over 90% on
average, and maintained robustness under different physical
settings

Conclusions
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